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1  Introduction  

The Energy Sciences Network, (ESnet) is a high-speed network serving tens of thousands of 
Department of Energy scientists and collaborators worldwide. ESnet provides high bandwidth 
network connections to all major DOE sites and, via comprehensive connections to the world's 
research and education ("R&E") networks, to essentially all U.S. and international R&E 
institutions in order to support the science mission of the DOE Office of Science ("SC"). This 
science environment is very different from that of a few years ago and the changes are placing 
substantial new demands on the network. The distributed, large-scale collaborations and data 
analysis supported by SC programs requires vastly more bandwidth than in the past, as well as 
new services. As scientific instruments get larger and more expensive in order to solve more 
complex and more subtle science problems, the smaller number of these instruments results in 
them being used by very large and dispersed science communities.  The large scope of these 
collaborations in turn drives significantly greater requirements for data movement, distributed 
analysis, and integration of simulation and instrument data than in the past. 

The next generation networks and services that are needed to support the new science 
environment are being defined by examining three types of requirements: the data generating and 
use characteristics of new instruments and facilities; changes in the process of doing science in 
this new environment, and examination of the future implications of historical trends in network 
traffic. 

Additionally, advances in the state of telecommunications and network technology over the past 
several years enable revolutionary approaches to providing national-scale network services. 
Concurrently, middleware and applications architectures are increasingly supporting wide area 
distributed systems, introducing fundamental changes in the nature and profile of network traffic 
as observed by network providers.  Hybrid network architectures - involving both traditional 
Internet connectivity and scheduled, targeted (circuit-like) capacity - offer the potential to provide 
a radically different set of interaction modes between the network and applications and 
middleware. 

ESnet4 - the next generation SC network - responds to both the need for dramatic increases in 
bandwidth and for new circuit based network services. Initially, ESnet4 will be a hybrid network 
that mixes a conventional IP packet network and a circuit oriented network. While work has been 
going on for several years to define the circuit services, control mechanisms, and AAA 
mechanisms, many questions remain as to how various aspects of this service should be 
introduced and how they should function in production. Additionally, there is increasing demand 
for services supporting end-to-end performance, such as monitoring on a per-application basis, as 
well as other new services that are needed to move the network from a communal, best-effort 
service to a schedulable, dedicated service that can be incorporated into the managed resource 
environment of large-scale science experiments. 

To move beyond proof-of-concept demonstrations and initial deployment for sophisticated users 
toward persistent, reliable services it will be necessary to harvest the best concepts shown to be 
feasible and systematically move them into production services.  To support this new set of 
services, and these new application and middleware systems, there must also be deep 



 2 

understanding of the behavior of the systems and the interactions between applications, 
middleware, and network services. 

In order to address both the near term and long term need of the science community, ESnet 
requires a carefully constructed "roadmap" that takes into account the maturity of various 
capabilities and technologies, and the requirements of applications and their communities, to lay 
out a set of milestones and supporting efforts to reach those milestones.  This will involve an 
analysis of the progress of individual components and technologies being developed and/or tested 
by the ESnet team and others, followed by a prioritization and sequencing of technologies to 
address new requirements. 

In April, 2007 the DOE Office of Science organized a workshop to bring together a small group 
of experts to work with the ESnet team to examine the current roadmap, roadmaps of similar 
enterprises, user requirements, and new technology options.  The objective of the workshop was 
to create a new, multi-year technology roadmap for ESnet that identifies milestones and partners. 
This document is an updated and condensed version of the report from that workshop. The 
original report is available at http://www.es.net/hypertext/ESnetRD-Workshop-Report.pdf. A 
prioritized list of tasks is available in the appendix. 

2 Requirements Derived from Science Application Drivers  

The R&D topics addressed at this workshop fell, for the most part, into the major areas that 
emerged from the ESnet requirements gathering process, which is summarized in a series of 
reports available at http://www.es.net/hypertext/requirements.html/ 

These topics include: 
¥ Guaranteed network bandwidth 
¥ End-to-end monitoring 
¥ Transparent acceleration of data transfers 
¥ Federated Trust 

An overview of the requirements for each of these is described in the following sections. 

2.1 Guaranteed Network Bandwidth  

Large-scale collaborative science Ð big facilities, massive amounts of data, thousands of 
collaborators Ð is a key element of DOEÕs Office of Science. The science community that 
participates in DOEÕs large collaborations and facilities is almost equally split between SC labs 
and universities, and has a significant international component. Very large international (non-US) 
facilities (e.g., the LHC particle accelerator at CERN in Switzerland and the ITER experimental 
fusion reactor being built in France) and international collaborators participating in US based 
experiments are now also a key element of SC science, requiring the movement of massive 
amounts of data between the SC labs and these international facilities and collaborators. 
Distributed computing and storage systems for data analysis, simulations, instrument operation, 
etc., are becoming common. 

Bandwidth guarantees are needed, for example, by: 
¥ on-line analysis that involves remote elements Ð users, storage, experiment components, 

etc., which involve time constraints such as remote steering of large combustion 
simulations or remote electron microscope control; 

¥  distributed workflow systems such as those used by high-energy physics data analysis 
and the need to process a certain amount of data hour-by-hour or day-by-day so that the 
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data is not lost due to overwhelming parts of the system that will never be able to catch 
up (such as is the case with the LHC data processing); 

¥ workflow systems where the inability of one element (computer) to adequately 
communicate data to another will ripple through the entire workflow environment, 
slowing down other participating systems as they wait for required intermediate results, 
thus reducing the overall effectiveness of the entire system. 

Traffic isolation is required because todayÕs primary transport mechanism Ð TCP Ð is not ideal for 
transporting large amounts of data across large (e.g., intercontinental) distances. There are 
protocols better suited to this task, but these protocols are not compatible with the fair-sharing of 
TCP transport in a best-effort network, and are thus typically penalized by the network in ways 
that reduce their effectiveness. A service that can isolate the bulk data transport protocols from 
best-effort traffic is needed to address this problem. 

In order for these large-scale collaborative science projects to succeed, networks must provide 
such communication capabilities in a service-oriented way Ð i.e. so that they are configurable, 
schedulable, predictable, and reliable.  

2.2 End-to-End Monitoring  

In order to build a large-scale, widely distributed system that must operate reliably in order to 
perform complex data analysis or computational simulation tasks, the system must be able to 
learn, in real-time, about unexpected changes in the state of the communication between all of its 
components. The network must provide information that is sufficiently specific and timely that 
applications can adapt their behavior to reduce the impact of the outage. Without such 
information the human users or operators are left trying to intuit what has gone wrong with some 
components of the system by debugging some problem with the overall system that may well be 
nothing more than an indirect manifestation of an unreported communication failure in some very 
different part of the system, or, indeed, a problem in the applicationÕs use of the network. With a 
reliable and cogent notification service that describes the state of the inter-application component 
communications, an application can be designed to use that information about the network to 
adapt its behavior to the changed circumstances, or at least to fail gracefully. 

An essential change in network services over the next five years will be to provide reliable, 
comprehensive, timely, and interpretable information about the state of the network in ways that 
can be meaningfully interpreted and used by user-level applications. Monitoring information is 
also needed to set expectations, for planning, and to set and audit formal or informal service level 
agreements. 

This ability to report must, of course, be accompanied by a corresponding capability in the 
middleware and application systems to be able to accept the communication services monitoring 
results and do something intelligent with those results: adapt the functioning of the system to the 
changed / diminished communication service capability, graceful shutdown of the system, notify 
the user what is happening (in terms that are useful to the users involved), etc. That is, the 
reporting must be with information, and in a context, that has meaning to the user view of the 
network. 

2.3 Transparent Acceleration of Data Transfers  

Based on ESnetÕs interactions with several DOE user communities, we have identified a clear 
need to make it easier for scientists to transfer medium-large size (e.g. 1-5 Terabyte) data sets. 
Communities such as High Energy and Nuclear Physics have been planning for multi-petabyte 
scale data sets and have developed the tools and techniques for moving them across the network 
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quickly. However other science communities are just beginning to deal with larger data sets, and 
do not have this expertise. Moving datasets of this scale still involves a great deal of host tuning 
and the use of specialized data transfer tools, and most scientists have no desire to become 
experts in this area. 

2.4 Federated Trust  

The cross-site and international nature of DOE Office of Science collaborations demands a well 
managed, scalable, flexible, and federated approach to authentication and authorization. Problems 
in the areas of federated trust are heavily affected by the tension between usability and security 
features.  It is not the case that a more secure system must be less usable, or that an easy-to-use 
system is an insecure one. However, additional research and development is often required to 
overcome usability issues introduced by security, and security issues created when a service 
becomes easier to use. 
 

3 Research Topics  

To address the needs of guaranteed network bandwidth and end-to-end monitoring, a number of 
research and development topics were identified. 

3.1 Virtual Circuit s 

There are a number of topics that need to be addressed to achieve the goal of guaranteed network 
bandwidth through the use of virtual circuits. These include: 

¥ control plane issues 
¥ management plane issues 
¥ data plane issues 

A number of research projects have begun to address some of these issues. These include the 
DOE funded OSCARS and UltraScience Net projects, the NSF funded CHEETAH and 
DRAGON projects, Internet2's BRUW  and HOPI  projects, CANARIE's UCLP project, and 
GEANT's BoD(SA3) activities. But much work remains to be done before multi-domain virtual 
circuits are ready for production. 

3.1.1 Control Plane Issues  

A critical enabling technology to realize this vision is a control plane which allows for the 
provisioning of services in a hybrid network: a multi-service, multi-layer, multi-domain, multi-
vendor environment.  The multi-service aspect refers to the capability to provide a variety of 
connection modalities such as Ethernet, SONET, or InfiniBand.  The multi-layer aspect refers to 
the fact end-to-end service may be instantiated via a data plane path that traverses heterogeneous 
network elements that belong to different technology layers.  The multi-domain aspect refers to 
establishing services across multiple administrative domains to provide the largest value to end 
users and applications.  The multi-vendor aspect recognizes the diverse set of hardware and 
associated capabilities that are and will be deployed.  It also pronounces the need for inter-
operability standards. 

These key control plane technologies require a community wide effort to develop the needed 
inter-domain agreements, standards, and interoperable implementations.  The focus on inter-
domain communications is rooted in the realization that different networks and administrative 
domains will implement different network data plane and control plane technologies that best suit 
their situation based on factors such as performance, cost, available physical resources (such as 
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optical fiber plants), current equipment, vendor relationships and user requirements. Another key 
driver of control plane interoperability across administrative boundaries is the fact that scientific 
data flows traverse multiple administrative domains in almost all cases. To effectively peer and 
interoperate such diverse networks, the key capability of the control plane is the definition of 
inter-domain communications.   

For example, the setting up of inter-domain guaranteed bandwidth circuits typically involves the 
virtual circuit extending across five to seven autonomous networks: the lab/campus network at 
each end, the lab/campus service provider (e.g. ESnet, a US RON (Regional Optical Network), 
and a European NREN) and the US national or pan-European transit network (e.g. ESnet, 
Internet2, GƒANT) or SINet (Japan). Differences in network infrastructure (e.g. hardware, link 
capacity, etc.) must be addressed at the inter-domain boundary in order to provide consistent 
service characteristics (e.g. bandwidth, delay, and jitter) across domains, as must the issues of 
different policies, such as Acceptable Use Policies (AUPs), Service Level Agreements (SLAs) 
and security requirements. None-the-less, inter-domain circuits are essential, especially between 
ESnet, Internet2, and GƒANT.  

Topology Schemas and Exchange  

An exportable representation of the topology of the applicable underlying network is needed in 
order to perform inter-domain setup of virtual circuits.  If multi-layered provisioning services are 
supported (i.e. layer 1, 2, 3 circuits), the information in the topology may vary substantially.  For 
example, IP addresses are necessary for a layer 3 service, but not for layer 2. 

For traffic engineering of multi-domain end-to-end circuits, inter-domain exchange of topology 
information must occur.  With the heterogeneity of the participating networks, a common 
topology schema and distribution mechanism must be designed and standardized. Additionally, 
some networks may be hesitant to share detailed topology information.  This then necessitates the 
development of methodologies for abstracting network topology but still preserving essential 
information for inter-domain path computation. 

Advanced Path Computation and Schedu ling  

As network topologies increase in complexity, path computation for traffic engineering VCs 
becomes exponentially more difficult.  As such, various path semantics must be taken into 
account to generate valid and functional paths and also to optimally utilize available bandwidth 
across the infrastructure.  In addition to scheduling the individual network paths, efficient 
methods are needed for:  

¥ Effective ways to deal with bandwidth oversubscription issues such as possibly creating a 
ÒsoftÓ reservation that guarantees some portion of the bandwidth request, and possible 
more if its available at the time. 

¥ Scheduling paths in groups to accommodate multiple remote users accessing a single site 
and parallel connections to support simultaneous data and control channels for 
computational steering and visualization applications,  

¥ Co-scheduling of network paths along with time-allocations on facilities such as 
supercomputers, visualization walls, compute clusters and scientific instruments such as 
APS and SNS.   

It is important that the underlying path computation and scheduling methods guarantee that a 
solution will indeed be found if one exists using bandwidths anywhere in the network and that it 
is semantically correct and optimal in a specified sense.  Systematic approaches are needed to 
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design, implement and test these advanced path computation and scheduling methods to take into 
account complex path semantics and to ensure optimal allocation and utilization. 

Dynamic Flow-based Circuit Assignment  

For optimal traffic engineering, there is a desire to be able to dynamically identify large bulk-data 
flows and potentially move them to an alternative circuit on-the-fly. This requires the ability to do 
real-time flow monitoring to identify potential candidates. Then based on current available 
bandwidth, be able to redirect the flow to a different virtual circuit. 

Service Selection  

Provisioning an entire lambda circuit for a 100Mbps virtual circuit reservation would not be 
efficient use of the network.  This could be addressed by intelligently selecting the appropriate 
layer service (e.g. MPLS LSPs, L2VPNs, GMPLS lightpaths) based on the user requirement.  
Extending this capability to bridge multiple administrative domains would require the exchange 
of service capabilities. 

Secure Control Plane Exchange  

The secure exchange of control plane messages between domains remains an unresolved issue.  
This is complicated by the differences in the underlying network structures of the domains 
participating in the exchange.  Some networks may use MPLS, others GMPLS, and yet others 
TLI via a proxy host.  Collaborative research in this area is necessary to ensure a seamless control 
plane message flow for end-to-end virtual circuit provisioning. 

Circuit Reliability  

Network outages, scheduled or unscheduled, can cause disruption to existing circuits.  In some 
cases a simple reroute may resolve the issue if there is availability on the alternate path.  For 
advance reservations, this can add significant complexity to the management of provisioned 
paths.  For example, if an active circuit is disrupted due to an unscheduled network outage, an 
alternate path may have the bandwidth capacity to service the reroute, but only until a pre-
existing reservation on that link becomes active and consumes the entire bandwidth.  At this point 
a decision must be made to either displace the rerouted circuit, or deny/reduce the soon to be 
active reservation accordingly. Mechanisms for automatic, policy-based decision making must be 
developed. 

3.1.2 Management Plane Issues  

Authentication and Authorization Infrastructure (AAI)  

To prevent inappropriate provisioning and usage of scarce resources, such as bandwidth on 
shared networks, proper mechanisms to enforce authentication and authorization polices must be 
in place.  For inter-domain provisioning, the AAIs must be compatible. 

Service Level Agreements (SLA)  

An end-to-end multi-domain virtual circuit requires a consistent level of service across all 
involved administrative domains.  This highlights the need to investigate: 

¥ What would the SLA look like (e.g. bandwidth, latency, jitter bounds, 
resilience/redundancy) 

¥ How would the SLA be enforced/verified 
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Charging for Circuits  

In the event that there is costing involved in the provisioning of the circuits, how are the charges 
recharged back to the user/program making the reservation. 

3.1.3 Data Plane Issues  

Data Plane Exchanges at Domain Boundaries  

To support multi-layer circuit services, the data plane handoffs at domain boundaries need to be 
coordinated (e.g. handing off an IP packet when a VLAN tagged packet is expected would not 
work).  In addition, even within the same layer service, some coordination is required (e.g. 
negotiate the correct color lambda, or VLAN tag ID). 

Vertically Integrated Multi -Layered Circuits  

As services are provided at higher network layers, additional overheads are added to the transport 
layer, (e.g. IP (layer 3) over Ethernet (layer 2) over GFP (layer 1)). A potential method of making 
end-to-end virtual circuits more efficient would be to use the lowest network layer transport 
required.  This could be applied to multi-domain circuits whereby the data plane exchange 
between domains would be the lowest network layer transport that met the circuit requirements.  

Currently, packet switched networks are built using router-based infrastructure, and switched 
networks are built using Ethernet, SONET and optical switches typically to provide dedicated 
connections.  In general, the routed infrastructure is more expensive to build but is more flexible 
in that dedicated connections can be setup using MPLS-tagging.  On the other hand, switched 
networks are less expensive but mainly provide a limited number of dedicated connections with 
limited routing capability.  While several switched connections have been demonstrated to peer 
smoothly with routed networks, these efforts have been at the demonstration stages.  Research 
efforts are needed to provide cost-optimal design of routed-switched networks that maximally 
utilize the lower layered infrastructure while meeting the requirements of routing.  Since 
dedicated connections are somewhat limited to a small number of large-scale flows, one option is 
to operate the infrastructure in the routed-mode by default, and peel out the dedicated connections 
as needed and put them back after use.  Research efforts are needed for designing both data-plane 
and control-plane technologies for and optimal operation of such routed-switched connections. In 
addition, the stability of routing in such networks must be ensured while the circuits are 
provisioned in and out of the infrastructure; for example, the topology as seen by the routed 
infrastructure must remain constant to prevent link state computation churn. 

Summary  

There are a number of issues that must be solved to enable the production use of virtual circuits. 
The control plane must allow for the provisioning of services in a multi-service, multi-layer, 
multi-domain, multi-vendor environment. Control plane issues include topology schema design 
and exchange for inter-domain setup of virtual circuits, finding and scheduling optical network 
paths, intelligent service selection, secure control plane exchange, and mechanisms for gracefully 
handling circuit outages. The management plane must support an authentication and 
authorization infrastructure that includes support for service level agreements and a circuit 
charge model. The data plane should support coordinated data plane handoffs at domain 
boundaries, and provide efficient end-to-end virtual circuits using the lowest common network 
transport layer. 
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3.2 Dynamic Wave Management  

ESnet4 operates on an optical infrastructure shared with Internet2.  The majority of the optical 
circuits are used individually by each network, however some are expected to be used jointly by 
the two networks Ð that is, ESnet will have optical circuits dedicated to its use, Internet2 will have 
optical circuits dedicated to its use, and there will be some circuits that are shared in order to 
support the new dynamic provisioning services.  

However, dynamic joint management of a collection of waves that are designated for this purpose 
will be an important capability for 

¥ traffic engineering Ð the automatic provisioning of additional capacity on heavily 
(perhaps transiently heavily) used paths 

¥ managing scheduled 10G circuits where entire waves will form the links in a circuit path 

In order to accomplish the R&D needed to build and test the control plane for dynamic wave 
management it is essential to have a testbed environment where the R&D can be performed on 
the DWDM equipment in a way that is guaranteed to be non-interfering with the production 
waves on the optical network. 

3.3 Automatic Netwo rk Management  

R&E networks in general, and ESnet in particular, have become much more complex in recent 
years, and this trend will continue into the future. Better tools for network management will be 
essential in order for these networks to scale without greatly increasing the operations staffing 
levels.  

Network management systems should be able to anticipate problems based on a continual 
analysis of monitoring data in order to detect potential problems before they happen. The goal of 
such a system would be to anticipate problems based on knowledge-based analysis and 
projections of network state. For example, if packet rate counters for a router interface were 
steadily Ð but irregularly enough to escape manual inspection Ð growing over time, an automated 
analysis system would predict that the router would become saturated and warn the engineering 
staff. Another example is the case where a relatively low bandwidth interface, say with a 
commercial peering partner, were to rapidly saturate and thus disrupt traffic to that peer. This 
circumstance should be automatically detected in order to allow for defensive action such as 
automatically rerouting traffic to an alternate path in order to avoid problems.  

Analysis across many geographically diverse interfaces could also be used to detect coordinated 
stealth attacks against the network, against a group of sites, or against a particular network 
application; allowing cybersecurity actions to be initiated. 

Such an automated analysis and management capability would allow network engineers to 
specify Ôwhat ifÕ scenarios, and then specify what to do if such a situation starts to develop. Even 
if this did not result in the ÒpermanentÓ or production fix of the problem, it would give engineers 
breathing room to better analyze the situation in detail and design a long-term solution. This type 
of system could also be used to detect paths with particularly large number of high-speed flows 
where a dedicated wavelength could be used to better manage the network traffic. In the long 
term this could be integrated with the virtual circuit management system to automatically move 
such traffic off of the IP network and into the circuit infrastructure. 

In order to create such an automated system several issues must be addressed. Improved 
networking monitoring data and monitoring data archives such that described in section 3.4 will 
be required; signal/anomaly detection techniques will have to be identified or developed; 
ontologies will have to be developed to describe the semantics of network functionality; rule-
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based systems will need to be interfaced with the signal/anomaly detection system in order to 
generate knowledge-base actions; the consequential actions will have to be passed to systems that 
interact with the network control plane to make changes in the network configuration; and so 
forth. 

3.4 End-to-End Monitoring  Services  

Currently there is no standardized way to determine what performance levels the network is 
capable of delivering, what portions of the network are up and working correctly and what parts 
are broken or down for maintenance, that works across multiple domains. This leads to problems 
distinguishing between network issues, problems in the applications, problems with the protocols, 
and congestion caused by other network users. 

Network measurement and monitoring services must be developed in order to facilitate effective 
use of advanced networks by complex distributed applications. These services should allow users, 
applications and other network middleware to determine realistic performance expectations, 
document the services that are delivered, verify that the capabilities committed are actually 
provided, and easily discriminate between network problems and limitations, and application 
problems. These services need to be provided in a seamless fashion to support paths that cross 
many different domains in support of globally distributed applications. 

End-to-end monitoring services include the following R&D areas: 
¥ development of a measurement framework 
¥ end-to-end monitoring 
¥ integration with Grid Middleware 
¥ monitoring tools for virtual circuits 

3.4.1 Middleware Extensions for Network Monitoring  

Once a network measurement framework exists, tools are needed to help the currently used 
middleware services such a Storage Resource Manager (SRM) (http://sdm.lbl.gov/srm-wg/) use 
this monitoring data for troubleshooting, planning, and optimization. Tools are needed to help 
determine when a virtual circuit should be requested, or when a best-effort service is adequate. 
While this work would mainly be done by the middleware developers, and not by ESnet, 
developers of the monitoring framework need to work closely with middleware developers to 
design APIs that are useful. 

3.4.2 Virtual Circuit Monitoring  

Connections on next generation networks may be provisioned using different technologies and 
their hybrid combinations, such as default IP connections, switched connections on layer-2 
networks as in SDN, layer-3 MPLS tunnels as in ESnet, and their hybrid concatenations. An 
understanding of the performances over these connections in terms of throughputs and latency 
properties is essential in assessing if certain applications can be optimally supported, such as 
monitoring and steering of a computation on a supercomputer. Such performance assessment 
requires a careful design of experiments and sound statistical analysis of the measurements; the 
approach of running standard tools and tabulating measurements by itself is not likely to provide 
the deep insights needed to support high-performance applications. While the collection of usual 
measurements such as iperf and tcpmon is essential, it would only constitute a small portion of 
such performance assessment.  

Performing end-to-end host measurements in a structured fashion on a virtual circuit can be 
difficult.   Maintaining the security assertions provided on circuits may require that the network 
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operators cannot inject measurement traffic into the circuit without requiring additional 
functionality from the end systems.   

Isolating measurements to specific segments of the circuit (e.g. a single domain in a multi-domain 
circuit) is also a hard problem.  The variations in network devices (e.g. what counters are 
available for a specific platform), and measurement methodologies (e.g. polling intervals) may 
result in incompatible results between domains. 

Determining that a circuit is down can be easily done by hosts at either end of the circuit.  
However determining the specific segment or link that caused the outage is significantly more 
complex.  In an IP (or layer 3) network, a traceroute (which can be done by the end user) can 
generally provide some indication of where the failure occurred.  This is often not the case for 
circuits.  For example, a multi-domain layer 2 circuit has no notion of IP addresses and therefore 
a traceroute would be ineffective.   

Summary  

We need a standardized way to determine what performance levels the network is capable of 
delivering, what portions of the network are up and working correctly and what parts are broken 
or down for maintenance, that works across multiple domains. This is needed to distinguish 
between network issues, problems in the applications, problems with the protocols, and 
congestion caused by other network users. As advanced services such as virtual circuits are 
deployed this problem will only get harder. 

Network measurement and monitoring services, including a network topology discovery service, 
must be developed in order to facilitate effective use of advanced networks by complex distributed 
applications. Further research and development is needed in the areas of the deployment of a 
network measurement framework, improved end-to-end monitoring tools, better integration with 
Grid Middleware, and tools for monitoring virtual circuits. 

3.5 Transparent Acceleration of Data Tran sfers  

On a LAN one can obtain reasonable transfer speeds using the default host settings and standard 
file transfer tools such as scp and sftp. However, host tuning and specialized tools are still 
required to obtain good performance on a WAN. We need to eliminate the need for scientists and 
their students to become networking experts in order to obtain good WAN file transfer rates. 

What is needed is a transparent way to accelerate data transfer speeds. A number of hardware 
appliance-based approaches to aspects of this problem exist, such as the Cisco ÒWide Area 
Application ServicesÓ (WAAS) (http://www.cisco.com/web/go/waas), Phoebus 
(http://www.internet2.edu/performance/phoebus/), and REDDNet (http://www.reddnet.org), yet 
none of these fully solve the problem of moving large data sets from a typical MS Windows-
based desktop or laptop to/from a data-store at a university or National Laboratory. 

Research is needed to determine how and when to redirect traffic to the acceleration appliance, 
and what the best, easy to use approach to problem of authentication and authorization on the 
appliance is.  

Summary  

We need a transparent mechanism to speed up wide-area data transfers coming from un-tuned 
end hosts. This mechanism must work with all operating systems, and have the appropriate 
security mechanisms to ensure it is not used by unauthorized users. 
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3.6 PKI and Federated Trust Issues  

The cross-site and international nature of DOE Office of Science collaborations demands a well 
managed, scalable, flexible, and federated approach to authentication, authorization, and the 
creation of virtual organizations to manage the collaboration resources. Current approaches are ad 
hoc and impose a high overhead on the scientists Ð and security professionals. What is needed is a 
system for cross-site authentication and attribute-based authorization to allow sites and 
communities involved in cross-site collaboration to meet the policy needs of federal government 
computing sites, without imposing unmanageable procedures on users of the resources. The goal 
of such a system would be to build on federation of identity, by allowing a userÕs identity to be 
initially sourced from a trusted organization, such as a university IT department or DOE 
laboratory, which performs authentication and vetting of the user. ESnet is a logical trusted third 
party to manage such a system. 

There are a number of R&D topics in this area, which are described below. 

Storage and Management of Multiple Trust Anchor-Authorities   

We see an increasing demand for Òtrust anchorsÓ and other security authorities for various kinds 
of identity assertions in the scientific research community. These include certification authorities, 
attribute authorities, Shibboleth IDPs, other kinds of SAML assertion signers, OpenID providers, 
even Kerberos KDCs.  We are also seeing rapid growth in dynamic services such as on-demand 
web services and virtual machines.  All of these services require secure key management, an art 
and an engineering discipline that is well defined in NIST documents and industry practice. 
However, the scale on which distributed research science will depend on these services and these 
practices exceeds typical product capabilities. A local laboratory or educational institution will be 
required to provide signed assertions 24 hours a day for researchers using its services 
at distributed resources around the world. Local failures and network outages (among 
other things) could put scientific research efforts at risk unnecessarily. To address this, we need 
to develop a distributed, network-based architecture to manage Òtrust anchorsÓ (typically, these 
are private-public key pairs) and the associated software. We need an open, non-proprietary, 
FIPS-140 compatible solution that will deal comprehensively with the hardware distribution, 
network security, and software issues.  

Privacy Issues 

Privacy has some specific, concrete aspects, but also some Òlong tailÓ aspects that are difficult 
to define, including linking a researcher to data sets, and management of accounting and 
usage data. We completely fail to address this important set of issues in a useful way in the 
science community. Science community members either crave complete openness or 
are excessively restrictive and reluctant to share any information. Security workers 
and requirements exhibit similar behaviors. Sadly, the tools available tend to support only 
these extreme positions, if they are available at all. We need tools and protocols that 
permit management of disclosures, including authorizations, accountability, and auditability.  All 
the stakeholders involved need access to some controls and some tools. We need to participate in 
ongoing research in academia both in the US and abroad on privacy. The risk of neglecting 
privacy issues is the loss of important collaboration opportunities for DOE science in the future.  

Federating Federations  

Different identity federation technologies exist and are solving problems for segments of 
the research community. Grids have evolved extensions of X.509 certificates to move identity 
information around between applications. Shibboleth was created in the US academic community 
to federate institutions together. OpenID was developed in the Web 2.0-friendly areas of the IT 
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industry to support a generic SSO environment with features focused on supporting user-centric 
features like mobility and ease of use. Cardspace was developed to support a very user-centric 
view of federations and web-based work (see "ad hoc federations" below). Other 
federation technologies have evolved in Europe (such as Eduroam and its peers and descendents) 
to link together institutional infrastructures or regional educational networks. Each solution space 
is often an ecosystem of its own - not all Shibboleth providers and relying parties interoperate 
with each other; not all X.509 cert providers and relying parties interoperate with each other. Not 
only will we need small clusters of one type of federation to inter-federate, we must find ways to 
federate across these multiple technologies. Work has already begun in some areas but a more 
general approach is needed (see Òclaims-basedÓ below).  

Ad Hoc Federations  

There are different use cases for federations. ESnet will typically be made aware of the need for 
institutions or large-scale projects in science to federate (Grids, and from that, an identity service 
to support them). However, some of our customers need to interoperate with different federations. 
For instance, a large DOE supercomputer user facility might want to accept customers from 
several different federations At the opposite extreme, a scientist or a small group might want to 
take advantage of all the resources they can get access to - a local computing cluster, some Grid- 
based resources, a commercial computing cloud. Existing federation APIs, protocols, and services 
need middleware that will allow them to set up a "federation" on their own with minimal effort 
and overhead. There are many security issues and side effects that must be considered here. The 
only thing preventing us from having to deal with those side effects now is the very high bar to 
creating ad hoc, locally defined federations.  

Claims-based Semantic Web AAI Architectures  

Claims-based authorization is a reframing of the approach taken by most authentication 
and authorization services. Typically, these services will collect a set of attributes about an entity 
- a name, a role, a quality, a Òcredit limitÓ. However, the semantics of these attributes are difficult 
to interpret. Applications and Authentication/Authorization services may not agree on meanings. 
Applications and AA services may not agree on what attributes are needed at different times. A 
user (or a service) may need to collect a set of these attributes from different authorities to present 
to a service (my name and title might come from my institution, my project role from my 
virtual organization, my local allocation limits from a local server). These tokens need to be 
produced as needed; they may need to be ÒbearerÓ tokens (it may not be possible or practical for 
the server to verify every claim by re-checking with an online authority). The tools for making 
trustable tokens that contain packages of assertions have existed for 15+ years (Kerberos 
tickets/protocol, X.509 certificates) but the current implementations are inflexible and 
the underlying approaches function at too low a level in the workflow semantics to be able 
to solve the complete problem. Claims-based identity management is a step in the right direction 
but doesn't deal with the need to aggregate identity information from multiple sources or resolve 
the incoherence around meaning of different attributes. The semantic web shows promise in 
making information more generally manageable on the web, but has not been applied to security 
(or security to it).  

Summary  

The cross-site and international nature of DOE Office of Science collaborations demands a well 
managed, scalable, flexible, and federated approach to authentication, authorization, and the 
creation of virtual organizations to manage the collaboration resources. Current approaches to 
this problem are ad hoc, difficult to use, and easy to mis-configure. Research and development 
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topics in this area include making PKI easier to use, development of secure Ôcrypto-storesÕ for 
user PKI credentials, and a number of trust federation issues. 
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4 Appendix: Priorities and Timeframes  
 
The following table summarizes the topics in this report, and assigns one of three priority 
levels: High, Moderate, and Low. The Òtime frameÓ column is when ESnet feels it is 
important that at least some amount of progress has been made in that area. 
 

Task Priority Time 
Frame 

3.1.1 Control Plane Issues 
Inter-domain agreements, standards, and interoperable 
implementations 

High 1-2 years 

Topology Schemas and Exchange High 1-2 years 
Inter-domain agreements, standards, and interoperable 
implementations 

High 1-2 years 

Topology Schemas and Exchange High 1-2 years 
Advanced Path Computation and Scheduling High 2-4 years 
Effective ways to deal with bandwidth oversubscription 
issues 

High 1-3 years 

Scheduling paths in groups to accommodate multiple 
remote users accessing a single site 

High 2-3 years 

Co-scheduling of network paths along with devices, 
compute resources, etc 

Low 3-5 years 

Dynamic Flow-based Circuit Assignment High 1-2 years 
Layer Service Selection based on user requirements Moderate 2-3 years 
Secure Control Plane Exchange High 1-2 years 
Circuit Reliability:  what to do with reservations during 
scheduled or unscheduled outages 

High 1-2 years 

   
3.1.2 Management Plane Issues 
Service Level Agreements (SLA) Issues; How to enforce 
and verify the SLA? 

Moderate 2-3 years 

   
3.1.3  Data Plane Issues 
Data Plane Exchanges at Domain Boundaries Moderate 1-2 years 
Vertically Integrated Multi-Layered Circuits: how to 
identify and use the lowest layer possible 

Moderate 1-2 years 

   
3.2 Dynamic Wave Management in a Shared optical 
environment 

High 1-2 years 

   
3.3   Automatic Network Management: Better tools for 
network management 

Moderate 2-4 years 
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3.4   End-to-End Monitoring Services 
Middleware Extensions for Network Monitoring Moderate 2-4 years 
Virtual Circuit Monitoring High 1-2 years 
   
3.5   Transparent Acceleration of Data Transfers High 1-2 years 
   
3.6      PKI and Federated Trust Issues   
Storage and Management of Multiple Trust Anchor-
Authorities  

High 1-2 years 

Privacy Issues High 1-2 years 
Federating Federations  Moderate 2-4 years 
Ad Hoc Federations  Moderate 1-2 years 
Claims-based Semantic Web AAI Architectures  Low 3-5 years 
 
 


